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FIG. 1 



HOST 



RANDOM DATA 
(R1. R2. n) 



RUN KEY GENERATE ALGORITHM 
Ks = ENCRYPT(R1 , KT[n]) 
S1h = SIG(R2,Ks) 



IF (S1h = = S1t) \ 
TERMINAL AUTHENTICATED 
(GENERATE SIGNATURE VALUE) 
S2h=Sig(H+ R3 + EnAmnt, Ks) 
ELSE f 

AUTHENTICATION FAILED 
EXIT COMMUNICATION 



BALANCE' + ID' = DECRYPT(M,Ks) 
IF (id' = = ID) { 

BACK UP BALANCE 

STORE BALANCE IN RECORD EILE 

I 



STEP 10 
R1, R2, n 



STEP 12 
Sit, R3 



STEP 14 
EnAmnt,S2h 



STEP 16 
M 



TERMINAL 



RUN KEY GENERATE ALGORITHM 
Ks = ENCRYPT(Rl , KT[n]) 



RUN AUTHENTICATION ALGORITHM 
S1t = SIG(R2.Ks) 
RANDOM DATA R3 



S2t=SlG(H+R3+ENAMNT,Ks) 



CHECK SIGNATURE 
IF(S2h = =S2t) { 

HOST AUTHENTICATED 
AMOUNT=DECRYPT(EnAmnt, Ks) 
BALANCE = BALANCE+AMOUNT 
(STORE VALUE) 
M = ENCRYPT(BALANCE + ID,Ks) 

ELSE \ 

AUTHENTICATION FAILED 
EXIT COMMUNICATION 
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FIG. 2 



HOST 



RANDOM DATA 
(R1. R2. n) 



RUN KEY GENERATE ALGORITHM 
Ks = ENCRYPT(R 1 , KT[n]) 
S1 h = SlG(R2,Ks) 



IF (S1h = =S1t) \ 
TERMINAL AUTHENTICATED 
(GENERATE SIGNATURE VALUE) 
S2h=SIG(H+R3 + MODE + UNIT,Ks) 
ELSE I 

AUTHENTICATION FAILED 
EXIT COMMUNICATION 



STEP 20 
R1. R2, n 



BALANCE'+ID'^DECRYPTtM.Ks) 

IF (ID' = = ID) f 

BACK UP BALANCE 

STORE BALANCE IN RECORD FILE 



STEP 22 
S1t. R3 



STEP 24 
Mode+Unit, S2h 



STEP 26 
M 



TERMINAL 



RUN KEY GENERATE ALGORITHM 
Ks = ENCRYPT ( R 1 , KT[n]) 



RUN AUTHENTICATION ALGORITHM 
S1t = SIG(R2,Ks) 
RANDOM DATA R3 



S2t=SIG(H+R3+M0DE+UNIT,Ks) 



CHECK SIGNATURE 
IF(S2h = =S2t) { 
HOST AUTHENTICATED 
CHANGE MODE 
(CONVERT RATE SYSTEM) 
M=ENCRYPT(BALANCE+ID,Ks) 

ELSE \ 

AUTHENTICATION FAILED 
EXIT COMMUNICATION 

I 
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FIG. 3 



HOST 



RANDOM DATA 
(R1. R2. n) 



RUN KEY GENERATE ALGORITHM 
Ks = ENCRYPT(R 1 , KT[n]) 
S1h = SIG(R2,Ks) 



IF (S1h = =S1t) \ 
TERMINAL AUTHENTICATED 
(GENERATE SIGNATURE VALUE) 
S2h = Siq(H+ R3 + TIME,Ks) 
ELSE [ 

AUTHENTICATION EAILED 
EXIT COMMUNICATION 



INFO' = DECRYPT(M,Ks) 
IF(ID' = = ID) \ 
STORE AND CHECK USE DURING DAYS, 
WEEKS, AND MONTHS AND TIMER INFORMATION 

I . 



STEP 30 
R1, R2, n 



STEP 32 
Sit, R3 



STEP 34 
Time, S2h 



STEP 36 
M 



TERMINAL 



RUN KEY GENERATE ALGORITHM 
Ks = ENCRYPT(R1. KT[n]) 



RUN AUTHENTICATION ALGORITHM 
S1t = SIG(R2,Ks) 
RANDOM DATA R3 



S2t = Sig(H + R3 + Time,Ks) 



CHECK SIGNATURE 
IF(S2h = =S2t) { 
HOST AUTHENTICATED 



INF0=L0G+M0DE TB+TIMER+BALANCE+ID 
M = ENCRYPT(INFO, Ks) 
SET TIME (AMEND TIME) 

} 

ELSE { 

AUTHENTICATION FAILED 
EXIT COMMUNICATION 

\ 
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